
December 16, 2025

The Honorable Lori Chavez-DeRemer 
Secretary of Labor 
U.S. Department of Labor 
200 Constitution Ave NW 
Washington, DC 20210 

Dear Secretary Chavez-DeRemer,

We write today regarding our concern with the Department of Labor’s (DOL) plan to launch a 
pilot program to intake state unemployment claims at the federal level. Unemployment benefits 
are particularly important as the number of layoffs under President Trump reached a 22-year 
high last month.1 Given the Trump Administration’s efforts to push out thousands of DOL 
workers, resulting in a “‘catastrophic’ exodus”2—and its track record of mishandling Americans’
sensitive personal data3—we are concerned that DOL’s attempt to take on this new responsibility
will result in a failure to properly administer unemployment benefits—and create grievous 
economic and privacy risks for millions of Americans.
  
Recent reporting reveals that DOL plans to launch a department-hosted platform called 
“unemployment.gov” that would give the “federal government a more active role in processing 
unemployment claims.”4 This platform would reportedly intake initial unemployment claims for 
participating states, which includes verifying claimants’ identity and work authorization.5 DOL 
plans to test this platform with a select states by the end of 2025. However, the agency has not 
yet clarified how it will implement this pilot, who will have access to the data it collects, or how 
it would use this data.6 The agency also has not clarified how long it would store this data—
1 NBC News, “October monthly job cuts surged to a 22-year high,” Steve Kopack, November 6, 2025, 
https://www.nbcnews.com/business/business-news/job-cuts-layoffs-october-challenger-rcna242306.
2 The Guardian, “Mass resignations at labor department threaten workers in US and overseas, warn staff - as more 
cuts loom,” Michael Sainato, May 3, 2025, https://www.theguardian.com/us-news/2025/may/03/mass-resignations-
at-labor-department-threaten-workers-in-us-and-overseas-warn-staff-as-more-cuts-loom.
3 Center for American Progress, “The Trump Administration Is Using Americans’ Sensitive Data To Build a Digital 
Watchtower,” Nicole Alvarez, August, 25, 2025, https://www.americanprogress.org/article/the-trump-
administration-is-using-americans-sensitive-data-to-build-a-digital-watchtower/; Brookings, “Privacy under siege: 
DOGE’s one big, beautiful database,” Stephanie K. Pell, Josie Stewart, and Brooke Tanner, June 25, 2025, 
https://www.brookings.edu/articles/privacy-under-siege-doges-one-big-beautiful-database/.
4 FEDmanager, “Federal Government Seeks Broader Role in Unemployment Claims, DOL Calling Back Workers,” 
press release, October 14, 2025, https://www.fedmanager.com/news/federal-government-seeks-broader-role-in-
unemployment-claims-dol-calling-back-workers.
5 Nextgov/FCW, “Labor Department looks to pilot intaking unemployment claims for states,” Natalie Alms, October
9, 2025, https://www.nextgov.com/digital-government/2025/10/labor-department-looks-pilot-intaking-
unemployment-claims-states/408734/.
6 FEDmanager, “Federal Government Seeks Broader Role in Unemployment Claims, DOL Calling Back Workers,” 
press release, October 14, 2025, https://www.fedmanager.com/news/federal-government-seeks-broader-role-in-
unemployment-claims-dol-calling-back-workers.
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whether it would temporarily store this data for just the initial intake before deleting it, as is best 
practice, or hold data indefinitely.7 This launch comes just months after DOL proposed a rule 
requiring states to “hand over” their unemployment claims information,8 a rule DOL proposed in 
response to President Trump’s March Executive Order directing federal agency heads to share 
data across the federal government.9 

DOL is Launching this Pilot Despite the Department’s Reduced Capacity

DOL appears dangerously unprepared to handle unemployment claims intake, which could have 
severe financial impacts on claimants in their times of need. Since the start of the Trump 
Administration, DOL has laid off thousands of employees—with some reporting estimating the 
agency cut its workforce by 20 percent.10 This raises concerns about DOL’s capacity to handle its
basic statutory functions—let alone take on other responsibilities. Further, 75 percent of the 
agency’s staff was furloughed11 for over a month due to congressional Republicans’ government 
shutdown, raising questions about DOL’s proposed end of year timeline for rolling out this pilot 
in select states. 

Thanks to President Trump’s efforts to gut DOL, we are concerned that the agency will not be 
able to integrate states’ diverse intake systems and unemployment program rules into a 
centralized system without disrupting benefits or improperly handling the sensitive personal data 
attached to unemployment claims. Unemployment benefits are a vital income support for 
workers as they look for a new job, proven to reduce food insecurity and prevent unemployed 
Americans from falling behind on medical expenses and housing payments.12 Mishandling these 
claims can mean delayed or disrupted payments to Americans who need—and deserve—the 
unemployment benefits they are entitled to,13 leaving them at risk of food, medical, and housing 
insecurity. Poorly handling these claims also increases the risk of improper payments and benefit
denials.14 These concerns are particularly acute now, with layoffs surging to a 22-year high.15 

7 Palo Alto Networks, “Top 12 Data Security Best Practices,” accessed on November 20, 2025, 
https://www.paloaltonetworks.com/cyberpedia/data-security-best-practices#:~:text=data%20in%20practice-,1.,10. 
8 Nextgov/FCW, “Labor seeks to require confidential unemployment data from states,” Natalie Alms, September 2, 
2025, https://www.nextgov.com/digital-government/2025/09/labor-seeks-require-confidential-unemployment-data-
states/407841/?oref=ng-author-river; 20 CFR Part 603.
9 The White House, “Stopping Waste, Fraud, and Abuse by Eliminating Information Silos,” March 20, 2025, 
https://www.whitehouse.gov/presidential-actions/2025/03/stopping-waste-fraud-and-abuse-by-eliminating-
information-silos/.
10 The Guardian, “Mass resignations at labor department threaten workers in US and overseas, warn staff - as more 
cuts loom,” Michael Sainato, May 3, 2025, https://www.theguardian.com/us-news/2025/may/03/mass-resignations-
at-labor-department-threaten-workers-in-us-and-overseas-warn-staff-as-more-cuts-loom.
11 The New York Times, “How the Shutdown Is Affecting Federal Services and Workers,” Elena Shao, Lazaro 
Gamio, and Ashley Wu, updated October 15, 2025, 
https://www.nytimes.com/interactive/2025/09/30/us/politics/government-shutdown-furloughs.html.
12 National Employment Law Project, “The Unemployed Worker Study,” Amy Traub, Alexander Hertel-Fernandez, 
and Sanjay Pinto, April 2025, https://www.nelp.org/app/uploads/2025/04/Unemployed-Worker-Study-2025.pdf. 
13 The Century Foundation, “Our Unemployment System Needs Modernizing. Trump Is Doing the Opposite,” Julie 
Su, Andrew Stettner, and Michele Evermore, September 10, 2025, https://tcf.org/content/report/our-unemployment-
system-needs-modernizing-trump-is-doing-the-opposite/; National Employment Law Project, “Workers Denied: 
How to Diagnose and Prevent Improper Unemployment Insurance Denials,” Flannery O’Rourke, July 31, 2025, 
https://s27147.pcdn.co/insights-research/workers-denied-how-to-diagnose-and-prevent-improper-unemployment-
insurance-denials/.    

2

https://s27147.pcdn.co/insights-research/workers-denied-how-to-diagnose-and-prevent-improper-unemployment-insurance-denials/
https://s27147.pcdn.co/insights-research/workers-denied-how-to-diagnose-and-prevent-improper-unemployment-insurance-denials/
https://tcf.org/content/report/our-unemployment-system-needs-modernizing-trump-is-doing-the-opposite/
https://tcf.org/content/report/our-unemployment-system-needs-modernizing-trump-is-doing-the-opposite/
https://www.nelp.org/app/uploads/2025/04/Unemployed-Worker-Study-2025.pdf
https://www.nytimes.com/interactive/2025/09/30/us/politics/government-shutdown-furloughs.html
https://www.theguardian.com/us-news/2025/may/03/mass-resignations-at-labor-department-threaten-workers-in-us-and-overseas-warn-staff-as-more-cuts-loom
https://www.theguardian.com/us-news/2025/may/03/mass-resignations-at-labor-department-threaten-workers-in-us-and-overseas-warn-staff-as-more-cuts-loom
https://www.whitehouse.gov/presidential-actions/2025/03/stopping-waste-fraud-and-abuse-by-eliminating-information-silos/
https://www.whitehouse.gov/presidential-actions/2025/03/stopping-waste-fraud-and-abuse-by-eliminating-information-silos/
https://www.nextgov.com/digital-government/2025/09/labor-seeks-require-confidential-unemployment-data-states/407841/?oref=ng-author-river
https://www.nextgov.com/digital-government/2025/09/labor-seeks-require-confidential-unemployment-data-states/407841/?oref=ng-author-river
https://www.paloaltonetworks.com/cyberpedia/data-security-best-practices#:~:text=data%20in%20practice-,1.,10


DOL’s Pilot Carries Privacy and Surveillance Risks 

DOL’s new pilot has alarmed civil liberties advocates and unemployment experts, who point to 
the pilot’s privacy and surveillance risks, and raise questions about whether, “given what has 
happened at other agencies… the Trump administration [would] share this [data] with ICE or use
it to otherwise surveil Americans applying for UI.”16 The pilot program will give DOL and the 
rest of Trump Administration access to sensitive information that it will ostensibly feed into its 
national database of unemployment claims, a process that poses risks to Americans’ privacy.17 
DOL’s move to increase unemployment data sharing between states and the federal government 
without adequate privacy and security guardrails could give this Administration access to 
information that enables it to enhance surveillance of political opponents, immigrants, and 
marginalized communities.18 DOL has already pushed states to report unemployment claims 
through the Department of Homeland Security’s immigration status database, raising concern 
over the potential for further data sharing through this pilot.19 

These concerns are especially acute given that the Trump Administration has already mishandled
Americans’ data at every turn, including improperly copying hundreds of millions of Americans’
sensitive Social Security data to vulnerable cloud servers20 using often incomplete data to surveil 
voters’ immigration status,21 and even more egregiously, erroneously placing thousands of living 
Americans on the Social Security Administration’s Death Master File.22 

DOL has given no indication that its new pilot program will address privacy concerns. Rather, 
this new pilot—which advances the agency’s efforts to take control of state unemployment data 
without establishing clear parameters for who can access this data or how it will be used—

14 The Century Foundation, “Our Unemployment System Needs Modernizing. Trump Is Doing the Opposite,” Julie 
Su, Andrew Stettner, and Michele Evermore, September 10, 2025, https://tcf.org/content/report/our-unemployment-
system-needs-modernizing-trump-is-doing-the-opposite/; National Employment Law Project, “Workers Denied: 
How to Diagnose and Prevent Improper Unemployment Insurance Denials,” Flannery O’Rourke, July 31, 2025, 
https://s27147.pcdn.co/insights-research/workers-denied-how-to-diagnose-and-prevent-improper-unemployment-
insurance-denials/.    
15 NBC News, “October monthly job cuts surged to a 22-year high,” Steve Kopack, November 6, 2025, 
https://www.nbcnews.com/business/business-news/job-cuts-layoffs-october-challenger-rcna242306. 
16 FEDmanager, “Federal Government Seeks Broader Role in Unemployment Claims, DOL Calling Back Workers,”
press release, October 14, 2025, https://www.fedmanager.com/news/federal-government-seeks-broader-role-in-
unemployment-claims-dol-calling-back-workers.
17 Nextgov/FCW, “Labor Department looks to pilot intaking unemployment claims for states,” Natalie Alms, 
October 9, 2025, https://www.nextgov.com/digital-government/2025/10/labor-department-looks-pilot-intaking-
unemployment-claims-states/408734/. 
18 Letter from ACLU to DOL Deputy Administration Luke Murren, September 29, 2025, 
https://assets.aclu.org/live/uploads/2025/10/2025-09-29-ACLU-DOL-NPRM-FINA-1.pdf. 
19 Nextgov/FCW, “Labor Department looks to pilot intaking unemployment claims for states,” Natalie Alms, 
October 9, 2025, https://www.nextgov.com/digital-government/2025/10/labor-department-looks-pilot-intaking-
unemployment-claims-states/408734/.
20 The New York Times, “DOGE Put Critical Social Security Data at Risk, Whistle-Blower Says,” Nicholas 
Nehamas, August 26, 2025, https://www.nytimes.com/2025/08/26/us/politics/doge-social-security-data.html. 
21 ProPublica, “Details of DHS Agreement Reveal Risks of Trump Administration’s Use of Social Security Data for 
Voter Citizenship Checks,” Jen Fifield, October 30, 2025, https://www.propublica.org/article/dhs-social-security-
data-voter-citizenship-trump.  
22 Brookings, “Immigrants and the Social Security death master file,” Jack A. Smalligan and Tara Watson, April 15, 
2025, https://www.brookings.edu/articles/immigrants-and-the-social-security-death-master-file/. 
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amplifies our concerns that DOL will use this data as part of the Administration’s effort to 
combine all agencies’ data into a master database,23 which experts have warned that the 
Administration could abuse to crack down on political opposition—or simply sell to the highest 
bidder.24

Conclusion

The country’s unemployment insurance (UI) system is in need of modernization. But rushing to 
launch a pilot program while your agency is struggling to keep up with its other duties—and with
little to no guardrails for how you will treat the sensitive personal and financial data this pilot 
would collect—is not the way to modernize UI. To inform our legislative responsibilities with 
regard to the operations of DOL and the UI program, and to help us better understand DOL’s 
pilot, we request that you provide the following information by January 7, 2026:

1. When does DOL plan on officially launching this pilot program, and what was your 
rationale for rolling it out amongst selected states by the end of the year? Please clarify 
the timeline of this pilot, including its anticipated start date and duration.

a. When did DOL begin planning this pilot program?
b. Has this pilot already begun in any states, and if so, when did this occur?
c. Has the federal government shutdown pushed back DOL’s timeline for 

implementation of this pilot program?
2. Which states has DOL selected to participate in this pilot, and what criteria was used to 

make this determination? 
a. Is participation in the pilot optional for states, or is DOL attempting to require 

certain states to participate? 
b. Did DOL consult with state workforce agencies about whether this pilot would be

useful and productive in streamlining the claim filing process?
c. Please list the participating states and the criteria used to select them.

3. What is the cost of this pilot, and how is this pilot being funded?
a. What legal authority is being used to fund and carry out this pilot program?
b. How would DOL plan to fund and carry out this program longer term without 

authorization and appropriations from Congress?
4. Who will have access to the claims data obtained through this pilot? 

a. Please list the offices and agency officials within DOL that will receive access.
b. Will the White House and/or individuals who are or were associated with the 

Department of Government Efficiency be granted access to this data? 
c. Will DHS be granted access to this data? 
d. Please list any agencies outside of DOL who will be granted access to this data.

23 Nextgov/FCW, “Labor seeks to require confidential unemployment data from states,” Natalie Alms, September 2, 
2025, https://www.nextgov.com/digital-government/2025/09/labor-seeks-require-confidential-unemployment-data-
states/407841/?oref=ng-author-river; Nextgov/FCW, “DOGE is building a ‘master database’ of sensitive 
information, top Oversight Democrat says,” Natalie Alms, April 18, 2025, https://www.nextgov.com/digital-
government/2025/04/doge-building-master-database-sensitive-information-top-oversight-democrat-says/404693/.
24 The New York Times, “Trump Taps Palantir to Compile Data on Americans,” Sheera Frenkel and Aaron Krolik, 
May 30, 2025, https://www.nytimes.com/2025/05/30/technology/trump-palantir-data-americans.html; The New 
York Times, “Trump Wants to Merge Government Data. Here Are 314 Things It Might Know About You,” Emily 
Badger and Sheera Frenkel, April 9, 2025, https://www.nytimes.com/2025/04/09/us/politics/trump-musk-data-
access.html.  
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5. How does DOL plan on using the data it collects through this pilot, and what guardrails 
have been put in place to ensure that Americans’ sensitive data is properly handled? 
Please expand on the parameters surrounding the use of data under this pilot.

a. Will DOL or any entities that DOL grants access to this data use it outside the 
context of unemployment claims intake?

b. What specific privacy protections are in place for the use, review, and distribution
of this data?

c. How long will DOL store any data that it collects through this pilot?
6. Why is DOL moving forward with this pilot program at a time of reduced capacity due to

layoffs?
7. Which specific parts of the UI claims process will be handled by DOL as part of this 

pilot?
a. Unemployment programs and eligibility standards vary greatly across states.25 

How will DOL ensure claims are accurately processed under 53 different sets of 
eligibility and benefit calculation rules?

b. How will DOL ensure that the DOL’s involvement in UI claims processing does 
not place additional burden on UI claimants or on state workforce agencies, and 
does not adversely affect the timely payment of UI benefits? Specifically, how 
will you ensure that claimants do not have to submit the same information to more
than one system?

8. Does DOL still intend to launch its national database of unemployment claims? 
a. If so, what is the timeline for the rollout of this database?
b. What data will be collected and stored in this database?
c. Will data from this pilot program be uploaded to this database?
d. Who will have access to the data on this database, and how will this data be used?

Please list the ways DOL plans on using this data.
e. Will data on this database be shared with other executive branch agencies?
f. How is DOL ensuring this database—which contains Americans’ sensitive 

unemployment data—is secure and does not put Americans privacy at risk?
g. Does DOL plan to collect wage data in addition to claims data in this database?

Sincerely,

Elizabeth Warren
United States Senator

Bernard Sanders
United States Senator

25 Nextgov/FCW, “Labor Department looks to pilot intaking unemployment claims for states,” Natalie Alms, 
October 9, 2025, https://www.nextgov.com/digital-government/2025/10/labor-department-looks-pilot-intaking-
unemployment-claims-states/408734/.
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