Nnited States Denate

WASHINGTON, DC 20510
June 10, 2025

Frank Bisignano
Commissioner

Social Security Administration
6401 Security Boulevard
Baltimore, MD 21235

Dear Mr. Bisignano,

We write with serious concerns that reported attempts by the Department of Government
Efficiency (DOGE) to hastily upgrade existing Social Security IT infrastructure will result in
major disruptions to the delivery of critical benefits and mass data losses—including the wage
histories of every working American. While the ultimate goal of upgrading the digital
infrastructure at the Social Security Administration (SSA) is a worthy one, it is essential that
appropriate testing and safeguards are put in place to ensure that hurried and untested changes
don’t interrupt service or erase critical data necessary to ensure that Americans can access the
benefits they have paid into their whole working lives.

The SSA is already undertaking an IT modernization plan that was updated just last year,' and
that plan should not be circumvented by DOGE staffers who have no experience or training with
the legacy COBOL systems that form the technological backbone of the Social Security
program. But in recent months, news reports have suggested that DOGE is leading a major
overhaul of the SSA’s digital infrastructure.> DOGE has allegedly demanded this massive
technological project take place in the span of just a few months, a timeframe so short that one
former government technologist described it as equivalent to “cooking a Thanksgiving turkey in
20 minutes by putting it in a blast furnace, or choosing to get measles instead of getting
vaccinated.” This rushed job threatens the loss of critical data during the transition, security
vulnerabilities that potential hackers can exploit, and major disruptions in the delivery of
benefits* that nearly 70 million Americans rely on.’

Experts described the risk of a botched and rushed DOGE effort to overhaul Social Security’s
software backbone:
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The software that drives the SSA is the most critical part of that infrastructure. ... if the
SSA’s specialized software doesn’t work, the agency is dead in the water. ... if just one
person misses a Social Security payment, that could drop the person off a financial cliff.
Replacing the SSA’s core infrastructure with an entirely new system all at once is
performing a high-wire act without a net, only it’s not DOGE staffers who risk falling —
it’s the Social Security beneficiaries who depend on that social safety net. ... either the
DOGE programmers are so inexperienced and cocksure that they think this can actually
work, or this is a cover for doing serious damage to the Social Security system. ...
DOGE’s effort is likely to fail and threatens to bring down Social Security along with it.°

Even before embarking on this reckless plan, DOGE’s “hostile takeover” of the SSA has led to
service problems that have prevented Americans from accessing the benefits they are owed.” In
February, DOGE announced plans to slash the SSA workforce by 7,000, 78% of whom work in
frontline customer service roles. Amid these broader cuts to the SSA workforce, DOGE has also
taken aim at the Office of the Chief Information Officer (OCIO)—the department responsible for
protecting Americans’ most sensitive information, maintaining the agency’s benefit claims
processing systems, and managing the SSA’s website and the online portal used by Social
Security enrollees. The SSA announced these cuts even after its website crashed four times in 10
days in March, preventing beneficiaries from accessing their online accounts.® Put simply,
DOGE has already limited access to benefits by damaging SSA’s technological infrastructure—
and this rushed IT modernization plan can only exacerbate those problems.

DOGE has little credibility left when it comes to technology and program changes at the Social
Security Administration. Elon Musk has called Social Security “the biggest Ponzi scheme of all
time,” and at his direction, the SSA rolled out a series of anti-fraud measures that have been
revealed to be based on falsehoods—Iess than two potential instances of fraud were found out of
110,000 cases.’ But while these DOGE measures sought to root out nonexistent fraud, they
instead caused major service disruptions for everyday Americans who rely on their Social
Security benefits. The changes to the SSA’s telephone policies slowed benefits claims processing
by 25 percent,'® putting many SSA enrollees even closer to the financial brink.

This was not the only dangerous mistake by DOGE at the Social Security Administration. Elon
Musk and his DOGE staffers betrayed their ignorance of the basic workings of the SSA system
when they falsely claimed that tens of millions of people over 100 years old were receiving
benefits, when in fact those entries simply represented people without a date of death in their
record.' And DOGE has been tampering with the critical Death Master File in order to
encourage immigrants to “self-deport,” destroying confidence in the integrity of data that
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numerous federal and state agencies rely on.'> Even though Elon Musk has at least officially
departed DOGE," its staffers remain embedded at the SSA with the ability to continue
harming this critical program.

This new DOGE-ordered plan to hastily modernize the SSA’s IT systems falls into the same
pattern: damaging and degrading the SSA in the name of “efficiency.” The transformation of a
system as complex as the SSA’s is a difficult and time-consuming process that requires technical
expertise, institutional knowledge, and adequate funding and staffing to execute properly.
According to the 2016 testimony by the SSA Office of the Inspector General, there are more than
60 million lines of code in COBOL, and millions more in other programming languages, that
translate complex legal and regulatory frameworks into a functioning payments system.'* These
systems have been built up over time, and the languages and data structures used are often no
longer even taught."” In order to carry out this complicated upgrade effort, SSA will have to
“[r]ebuild the plane while it is flying,” and ensure that payments continue to go out seamlessly
while simultaneously building and transitioning the new system.'®

This would be a difficult task under the most ideal circumstances, like adequate funding and a
deep well of institutional knowledge to work from. Trying to carry it out with staffers who
fundamentally misunderstand the mission of the agency and the technology that runs it—while
firing the most knowledgeable workers—is a recipe for disaster.

If this complex project is mismanaged, disaster could ensue. Essential data may be permanently
lost in ways that preclude the SSA from accurately calculating and delivering benefit payments."’
This could cause irreparable damage to the system, as wage and other data is housed internally at
SSA and cannot be adequately replicated by data from other agencies like the IRS." Wiping out
the history of all taxpaying Americans would effectively preclude SSA from providing benefits.
Beyond Social Security, many states rely on this SSA data to administer programs like Medicaid
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and SNAP, meaning data losses or inaccuracies created during the IT modernization process
could devastate the administration of other crucial safety net programs. "

Even if this worst-case scenario does not come to pass, disruptions to service caused by a rushed
modernization program would further burden an already strained system. With almost 70 million
Americans relying on Social Security payments per month,* an error rate affecting even 0.1
percent of payments would have the potential to interrupt the benefits of almost 70,000 people.
This would be catastrophic for American retirees, with the majority of seniors on Social Security
relying on the program as their primary source of income. *! Layered on top of the existing
website crashes and payment errors that have taken place in recent months,* it is likely that
retirees and disabled Americans will find it harder than ever to receive their benefits in a timely
manner. This is to say nothing of the security vulnerabilities that would be introduced by
attempting to migrate these systems to new IT infrastructure in a rushed manner, leaving Social
Security numbers and other personally identifiable information of hundreds of millions of
Americans susceptible to hackers and other bad actors.”

American taxpayers who have contributed to Social Security for their whole lives should not
have to worry that unqualified DOGE employees are going to destroy the system that distributes
their benefits or create security vulnerabilities that lead to their data being stolen. Since 2017,
SSA has steadily phased out its legacy systems and replaced them with modern architecture to
avoid disrupting the existing system and negatively impacting beneficiaries.”* Abandoning this
plan and empowering DOGE to root through complex and sensitive SSA systems could result in
irreversible damage that costs hard-working Americans the benefits they are owed.

With these concerns in mind, we request that you respond to the following questions by June 17,
2025:

1. Are SSA staff working in collaboration with any DOGE staffers or otherwise following
plans developed or led by any DOGE operative to upgrade the SSA’s digital
infrastructure?

2. Are you directing relevant SSA staff to follow the SSA’s own IT modernization plan, last
updated in 2024, or have you directed any subordinate to follow a plan created or issued
by any individual associated with DOGE?
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3. Has SSA made any substantial changes to, or deleted any entries in, any dataset,
database, or other system of record in 2025? If so, were these alterations or deletions
made at the direction of SSA personnel or DOGE personnel? Please identify any such
changes.

4. Has SSA made any substantial changes to, or deleted any SSA program code in 2025? If
so, were these alterations or deletions made at the direction of SSA personnel or DOGE
personnel? Please identify any such changes.

5. What share of SSA and DOGE staffers currently working on digital infrastructure
upgrades have training or experience in COBOL and other legacy systems used by the
SSA?

6. Has SSA fired any staffers in the past six months who were working on digital
modernization or otherwise involved in changes to IT infrastructure systems? If so, how
many were fired and what was the average tenure of the fired employees?

7. How many SSA employees working on IT or digital modernization were reassigned to a
non-IT position or have left the agency since January 20, 2025?

8. What is the average tenure of DOGE or SSA staffers currently working on digital
modernization?

9. What cybersecurity and data privacy measures are being taken by SSA and DOGE staff
to ensure that personally identifiable information will not be stolen, leaked, or lost during
the upgrade process?

10. The DOGE team has reportedly accessed sensitive data in troubling ways, including by
disabling automated tracking logs and accessing data without authorization, potentially
increasing security vulnerabilities.” What measures are being taken to ensure only
authorized personnel can access or alter these crucial databases, and has any SSA data
been accessed or altered by unauthorized personnel to date?

11. Have there been any data leaks or hacks in the past six months associated with work on
the IT modernization project?

Sincerely,
Elizhbeth Warren Ron Wyden —
United States Senator United States Senator
Ranking Member, Committee
on Finance
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