Congress of the United States

Washington, BE 20513
May 21, 2024

The Honorable Daniel Werfel Heather M. Hill
Commissioner Acting Treasury Inspector General for Tax Administration
Internal Revenue Service U.S. Department of the Treasury
1111 Constitution Avenue N.W. 1500 Pennsylvania Avenue N.W.
Washington, D.C. 20224 Washington, D.C. 20220
The Honorable Lina Khan The Honorable Merrick Garland
Chair Attorney General
Federal Trade Commission United States Department of Justice
600 Pennsylvania Avenue N.W. 950 Pennsylvania Avenue N.W.
Washington, D.C. 20580 Washington, D.C. 20530

Dear Commissioner Werfel, Acting Inspector General Hill, Chair Khan, and Attorney General
Garland:

With this year’s tax filling season closed, and preparation already beginning for next year, we write
to urge you to investigate use and disclosures of legally protected and sensitive taxpayer
information by major tax preparation companies. You should identify and prosecute any company
or individuals that have violated the law.

Last year, we wrote to inform you of the results of our investigation revealing an outrageous and
potentially illegal sharing of taxpayers’ sensitive personal and financial information with Meta by
online tax preparation companies TaxSlayer, H&R Block, and TaxAct,' confirming and expanding
upon revelations from November 2022 investigative reporting by The Markup.> Our investigation
revealed a shocking breach of taxpayer privacy by tax prep companies and by Big Tech firms that
appeared to violate taxpayers’ rights and may have violated taxpayer privacy law, and we urged
your offices to fully investigate this matter and prosecute any company or individuals who violated
the law.> We appreciate the Federal Trade Commission’s (FTC) September 2023 warnings to the
tax prep companies about the civil penalties they could face if they continued to misuse confidential
taxpayer data.*
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Despite these warnings from the FTC, tax prep companies continued sharing sensitive data this year
using different tactics. The Washington Post reported in March 2024 that TurboTax — tax prep
software from Intuit — repeatedly asks taxpayers for permission to turn over their sensitive tax data’
— which the company then monetizes. For example, according to the Post, “your income and debts
might be used to personalize email pitches for a high-interest savings account or credit monitoring
help from Credit Karma,” which Intuit also owns.® In turn, Credit Karma makes money through
kickbacks that banks pay when Credit Karma successfully sells you a credit card or a loan.’

The Post found that the language used to seek approval was “confusing” and “vague ... about the
terms of the deal,” forced taxpayers to go through multiple requests to deny use of their data, and
buried key information that the taxpayers’ permission for the company to use their data was
voluntary, and not required to complete their tax return.® Such repeated requests appear to violate
very specific rules that govern such requests.’

Our staff also investigated TurboTax’s monetization of taxpayers, revealing that “Intuit continues to
try to trick and trap TurboTax users into paying junk fees to file even very simple tax returns”'’, and
found that the software asked to track and use taxpayer data a total of 10 times during filing (see
attached Appendix). TurboTax’s aggressive and potentially misleading tactics to get taxpayers to
sign away their privacy and force them to pay for unnecessary services should be scrutinized.

And the shocking revelations about other tax prep companies’ data practices that our report
uncovered last year must be thoroughly investigated and, if merited, prosecuted. Specifically, our
investigation found that:"

e TaxAct, TaxSlayer, and H&R Block shared millions of taxpayers’ data with Meta, Google,
and other Big Tech firms.
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¢ TaxAct, TaxSlayer, and H&R Block shared extraordinarily sensitive personal and financial
information — including approximate AGI and refund amounts and key information on filing
status and exemptions and deductions with Meta, which used the data for advertising and to
train its Al algorithms.

e Tax prep companies and Big Tech firms were reckless about their data sharing practices and
their treatment of sensitive taxpayer data, installing the Meta and Google tools on their
websites without fully understanding the extent to which they would send taxpayer data to
these tech firms, without consulting with independent compliance or privacy experts, and
without full knowledge of Meta’s use of and disposition of the data.

e TaxAct, TaxSlayer, and H&R Block may have violated taxpayer privacy laws by sharing
taxpayer data with Big Tech firms, failing to obtain taxpayer consent and turning over data
to the Big Tech firms in ways that were not “connect[ed] with the preparation of a tax
return.”

These predatory practices and shocking breaches of taxpayer trust only make the recent success of
the IRS Direct File pilot — the first free, public, electronic federal tax filing tool in U.S. history —
even more notable.'” As the IRS begins to prepare for the tax filing season in 2025, we urge you to
investigate usage and disclosures by major tax preparation companies of legally protected and
sensitive taxpayer information, and to prosecute any company or individuals who have violated the
law. We also look forward to working with the IRS to expand and improve upon Direct File, so
taxpayers across the country will have the option to file their taxes without sharing their data with
unscrupulous, untrustworthy, and incompetent tax preparation firms.

Sincerely,
Elizhbeth Warren Ron Wyden
United States Senator United States Senator
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Richard Blumenthal Sheldon Whitehouse

United States Senator United States Senator

oty ot

Katie Porter
Member of Congress

CC: The Honorable Daniel Werfel, Commissioner, Internal Revenue Service



Appendix

1. Right from the start, TurboTax asks taxpayers’ permission to use “third-party tracking
technologies” to share unspecified non-tax information with advertising partners:

Before continuing your tax experience...

No tha@ullfs Yes
To provide you a better online experience, TurboTax uses third-party tracking technologies which share limited, non-tax information with

advertising partners. By clicking “Yes" you agree to the use of these advertising trackers.

2. Soon after, TurboTax asks taxpayers to “Let us use your tax info to improve your
experience” and “Share your data with Intuit.”

Step 1of 2
Let us use your tax info to improve é X
your experience

Before you sign, here's what you need to
know.

This agreement is between you and TurboTax, your
tax return preparer. Federal law requires this consent
form be provided to you. Unless authorized by law,
we cannot use your tax return information for
purposes other than the preparation and filing of your
tax return without your consent.

Enter your name to sign, then agree or
decline. Y

Your full name

[

[_J I'm filing jointly with my spouse

[ signed on 03/23/2024

Agree

Later, as a taxpayer tries to secure their refund, TurboTax tries five times to get the taxpayer to use
Credit Karma, which in turn makes its money off tracking users and advertising to them.



3. TurboTax presents Credit Karma as the default option to receive refunds.

Federal refund fund
m:‘l;gtax w" - Explain my taxes < a a e

Tax Home

B EARN A HIGH-YIELD APY
Documents . . .

Send your refund soaring with over 10x interest!
2023 TAXES

Earn a 5.10% Annual Percentage Yield? today with a Credit Karma Money™ Save account?
My Info How does this work?
Federal -~

Wages & Income

Deductions & Credits A smarter way to save &

Other Tax Situations + No fees or minimum balance to open
Federal Review + FDIC insured up to $5M*

State Taxes S + You could get your refund up to 5 days early*

Prepare State

Your State Returns

Intuit Account

Cambiar a espaiiol

Back
Sign Out <

l Other refund options I

4. Even after a taxpayer asks to see “Other refund options” than Credit Karma, TurboTax
presents Credit Karma as the top option to receive a federal refund.

nTuit

turl

Tax Home

Documents

2023 TAXES

My Info

Federal ~
Wages & Income
Deductions & Credits
Other Tax Situations
Federal Review

State Taxes ~
Prepare State

Your State Returns

Federal refund $
refund $

6 A 0 ()

Explain mytaxes <

How would you like to receive your federal
refund?

4 SAVE SMARTER
Deposit to a Credit Karma Money™ Save account' - What is Credit Karma Money?

Grow your refund with a 5.10% APY? high-yield interest rate - over 10x the national
average.?
Direct deposit

Deposit into an existing bank account, usually arrives within 21 days for 9 out of 10
customers.

See other options ~

5-day early program may change or discontinue at any time.

*IRS accepts returns starting late-Jan. Acceptance times vary. Most receive funds within 4 minutes of

acce ptance.
Intuit Account
Cambiar a espafiol
s | Continue |
< Back Continue

Q. Search questions, keywords or topics

Credit Karma and TurboTax are both part of the Intuit
family and are bringing you new ways to manage
your money with Credit Karma Money™.

Deposit your refund to a Credit Karma Money Save
account’ and you can earn 4.10% APYZ an your
balance-a rate more than 8x the national average.®

Get your refund up to 5 days earlier

Deposit your refund into a savmgs account with
Credit Karma Money and you could get access to it
up to 5 days early.

5-Day early program may change or discontinue at
any time.

Grow your savings at a rate more than 8x the

national average?

Score a high-yield 4.10% APY* to watch your savings
grow.

Was this helpful? -




5. Again, TurboTax presents Credit Karma as the top way to receive a state refund, even for
filers who have already said they want to receive their federal refund as a direct deposit.

INTUIT Federal refund ~efund

turbotax [ 3 Explain my taxes ¢ Ia) Q @

Tax Home
- How would you like to receive your District of Columbia refund?
2023 TAXES
My Info ") % SAVE SMARTER
Deposit to a Credit Karma Money™ Save account’ - What is Credit Karma Money?
Federal ~

Grow your refund with a 5.10% APY? high-yield interest rate - over 10x the national average.?

O Direct depos {p

Deposit into an existing bank account, usually arrives within 21 days for ¢ out of 10 customers.

Wages & Income
Deductions & Credits
Other Tax Situations

See other options v

Federal Review
5-day early program may change or discontinue at any time.

i e ~ *IRS accepts returns starting late-Jan. Acceptance times vary. Most receive funds within 4 minutes of acceptance.

Prepare State

Your State Returns

. < Back Continue
Intuit Account

Cambiar a espafiol

Sign Out

6. After filing, Intuit tries again to sell filers on Credit Karma, making it appear as if that is the
only way to track their refund.

INTUIT . INTUIT
creditkarma turbotax

Your refund status and free credit scores are almost ready

Sign up free in minutes without hurting your score.

67

START FINISH TRACK REFUND &
TAXES TAXES SEE CREDIT SCORES
@ turbotax credit karma

L]

Your benefits are waiting:

©  Your refund status

Track your refund on TurbaTax or Credit Karma so you know when to expect your funds,

2 Your free credit scores

Continue with Credit Karma for free personalized credit-improvement tips and access to ID monitoring




7. Even when a taxpayer declines Credit Karma, Intuit tries one more time, asking if “you
really want to give up your free benefits?”

infuit

@ turbotax. + credit karma

A

Do you really want to give up your free benefits?

Credit Karma is totally free. We'll never upsell you or ask for any payment info.

Den't miss out on what you almost have:

+ Free credit scores, reports, and monitoring +~ Personalized recommendations
~ Tools and education for financial progress ~ 100% free-seriously!
k

Take me to Tax Home on TurboTax Sign Me Up



