
 

 

 

April 25, 2022 

 

Al Ko 

Early Warning Services, LLC 

16552 N 90th St 

Scottsdale, AZ 85260 

 

Dear Mr. Ko, 

 

We write regarding disturbing reports of a rise in fraud and scams on your online peer-to-peer 

money transfer platform Zelle, and the ongoing failure by Zelle or the banks that own this 

service to address these scams and provide appropriate redress to defrauded consumers. This 

“widespread fraud” on money transfer apps has affected nearly 18 million Americans.1 Given the 

rise of increasingly sophisticated scams on your platform and the widely documented difficulties 

consumers have faced in seeking relief from banks, we seek to understand the extent to which 

Zelle allows fraud to flourish and the steps your company is taking to increase consumer 

protection and help users recover lost funds.  

 

After its introduction in 2017, Zelle exploded in popularity, in large part because its connections 

to large financial institutions allowed it to sell itself as “fast, free, and ubiquitous.”2 Your 

company, Early Warning Services, LLC is owned by seven of the country’s biggest banks, 

including JP Morgan Chase & Co., Bank of America, and Wells Fargo, giving consumers the 

convenience of an integrated platform and providing an implicit promise that activity on the 

platform is as secure as activity at the bank teller window.3 In 2021, Zelle “drove $490 billion in 

transactions, more than double Venmo’s $230 P2P volume.”4 

 

The increased activity on Zelle is putting millions of consumers at risk as fraud flourishes:   

 

Police reports and dispatches from industry analysts make it clear that the network 

has become a preferred tool for grifters like romance scammers, cryptocurrency 

con artists, and those who prowl social media sites advertising concert tickets and 

purebred puppies — only to disappear with buyers’ cash after they pay.5 

                                                      
1 New York Times, “Fraud Is Flourishing on Zelle. The Banks Say It’s Not Their Problem,” Stacy Cowley and 

Lananh Nguyen, March 6, 2022, https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html. 
2 New York Times, “Cash Faces a New Challenger in Zelle, a Mobile Banking Service,” Stacy Cowley, June 12, 

2017, https://www.nytimes.com/2017/06/12/business/dealbook/mobile-banking-zelle-venmo-apple-pay.html. 
3 Early Warning Services, LLC, website accessed Apri 25, 2022, https://www.earlywarning.com/about; New York 

Times, “Cash Faces a New Challenger in Zelle, a Mobile Banking Service,” Stacy Cowley, June 12, 2017, 

https://www.nytimes.com/2017/06/12/business/dealbook/mobile-banking-zelle-venmo-apple-pay.html. 
4 American Banker, “Can Zelle change the narrative around P2P fraud?,” Kate Fitzgerald, March 9, 2022, 

https://www.americanbanker.com/payments/news/can-zelle-change-the-narrative-around-p2p-fraud. 
5 New York Times, “Fraud Is Flourishing on Zelle. The Banks Say It’s Not Their Problem,” Stacy Cowley and 

Lananh Nguyen, March 6, 2022, https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html. 

 

https://www.nytimes.com/2019/07/28/technology/facebook-military-scam.html
https://www.nytimes.com/2022/02/21/technology/crypto-scammers-new-target-dating-apps.html
https://www.nytimes.com/2022/02/21/technology/crypto-scammers-new-target-dating-apps.html
https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html
https://www.nytimes.com/2017/06/12/business/dealbook/mobile-banking-zelle-venmo-apple-pay.html
https://www.earlywarning.com/about
https://www.nytimes.com/2017/06/12/business/dealbook/mobile-banking-zelle-venmo-apple-pay.html
https://www.americanbanker.com/payments/news/can-zelle-change-the-narrative-around-p2p-fraud
https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html
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Reports of consumers losing thousands of dollars have come out of California,6 Massachusetts,7 

and Georgia.8 These scams, many of which involve a scammer creating a Zelle account linked to 

the consumer’s own phone number, have cost victims their life savings and robbed them of funds 

essential to their small businesses, further underscoring the consequences of this widespread 

fraud.9  

 

Alarmingly, both your company and the big banks who both own and partner with the platform 

have abdicated responsibility for fraudulent transactions, leaving consumers with no way to get 

back their funds. Zelle’s biggest draw – the immediacy of its transfers – also makes scams more 

effective and “a favorite of fraudsters,” as consumers have no option to cancel a transaction even 

moments after authorizing it.10 And banks have chosen to let consumers suffer, blaming them for 

authorizing fraudulent transactions.11 According to Consumer Watchdog, banks were essentially 

“throw[ing] up their hands and say ‘it’s not our problem because you authenticated it.’”12 A 

former executive at your company even argued that banks have not done enough to deter fraud 

on Zelle, warning that banks had not sufficiently educated consumers about the risks.13 One 

customer observed that “it’s like the banks have colluded with the sleazebags on the street to be 

able to steal.”14 

 

The policies of your company and the banks that own and operate on it create a confusing and 

unfair environment for consumers, who are already facing “rampant” and sophisticated threats 

from spammers on the platform.15 The Consumer Financial Protection Bureau previously 

clarified that Regulation E of the Electronic Fund Transfer Act protected victims of fraudulent 

money transfers, including those who were “induced” into transferring the money themselves,16 

while the FDIC issued a report in March 2022 finding that both the banks and the platform – in 

                                                      
6 ABC 7 News, “LA woman loses over $18K through 'Zelle' after scammers text, call her pretending to be bank,” 

Carlos Granda, March 12, 2022,  https://abc7.com/los-angeles-zelle-scam-text-message/11644167/.  
7 Boston 25 News, ““They’re not robots talking to you. They’re actual people.” Zelle app users warn of latest 

scams,” Chris Flanagan, March 23, 2022, https://www.boston25news.com/news/massachusetts/theyre-not-robots-

talking-you-theyre-actual-people-zelle-app-users-warn-latest-scams/WJZVXE23JZFCTPBD5XOPZZXF6I/. 
8 WBS-TV, “Zelle warns about scams, says it’s not responsible for funds stolen through app,” Ashli Lincoln, March 

28, 2022,  https://www.wsbtv.com/news/local/zelle-warns-about-scams-says-its-not-responsible-funds-stolen-

through-app/ZTCNAVOTTNG5RNTAOAXPWELXB4/. 
9 Id. 
10 KARE 11, “Two Minnesota women were tricked by the same scam on Zelle, here's how you can protect 

yourself,” Gordon Severson, March 22, 2022, https://www.kare11.com/article/money/minnesota-women-tricked-by-

the-same-scam-on-zelle-heres-how-you-can-protect-yourself/89-3016a498-c8db-407a-ab1f-632f24204d9a; New 

York Times, “Fraud Is Flourishing on Zelle. The Banks Say It’s Not Their Problem,” Stacy Cowley and Lananh 

Nguyen, March 6, 2022, https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html. 
11 New York Times, “Fraud Is Flourishing on Zelle. The Banks Say It’s Not Their Problem,” Stacy Cowley and 

Lananh Nguyen, March 6, 2022, https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html. 
12 ABC 7, “Calif. woman loses over $18K through 'Zelle' after scammers text, call her pretending to be bank,” 

Carlos Granda, March 14, 2022, https://abc7news.com/zelle-scam-electronic-withdrawals-bank-of-

america/11650620/. 
13 New York Times, “Fraud Is Flourishing on Zelle. The Banks Say It’s Not Their Problem,” Stacy Cowley and 

Lananh Nguyen, March 6, 2022, https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html. 
14 Id. 
15 Id. 
16 Boston 25 News, ““They’re not robots talking to you. They’re actual people.” Zelle app users warn of latest 

scams,” Chris Flanagan, March 23, 2022, https://www.boston25news.com/news/massachusetts/theyre-not-robots-

talking-you-theyre-actual-people-zelle-app-users-warn-latest-scams/WJZVXE23JZFCTPBD5XOPZZXF6I/. 

https://abc7.com/los-angeles-zelle-scam-text-message/11644167/
https://www.boston25news.com/news/massachusetts/theyre-not-robots-talking-you-theyre-actual-people-zelle-app-users-warn-latest-scams/WJZVXE23JZFCTPBD5XOPZZXF6I/
https://www.boston25news.com/news/massachusetts/theyre-not-robots-talking-you-theyre-actual-people-zelle-app-users-warn-latest-scams/WJZVXE23JZFCTPBD5XOPZZXF6I/
https://www.wsbtv.com/news/local/zelle-warns-about-scams-says-its-not-responsible-funds-stolen-through-app/ZTCNAVOTTNG5RNTAOAXPWELXB4/
https://www.wsbtv.com/news/local/zelle-warns-about-scams-says-its-not-responsible-funds-stolen-through-app/ZTCNAVOTTNG5RNTAOAXPWELXB4/
https://www.kare11.com/article/money/minnesota-women-tricked-by-the-same-scam-on-zelle-heres-how-you-can-protect-yourself/89-3016a498-c8db-407a-ab1f-632f24204d9a
https://www.kare11.com/article/money/minnesota-women-tricked-by-the-same-scam-on-zelle-heres-how-you-can-protect-yourself/89-3016a498-c8db-407a-ab1f-632f24204d9a
https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html
https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html
https://abc7news.com/zelle-scam-electronic-withdrawals-bank-of-america/11650620/
https://abc7news.com/zelle-scam-electronic-withdrawals-bank-of-america/11650620/
https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html
https://www.boston25news.com/news/massachusetts/theyre-not-robots-talking-you-theyre-actual-people-zelle-app-users-warn-latest-scams/WJZVXE23JZFCTPBD5XOPZZXF6I/
https://www.boston25news.com/news/massachusetts/theyre-not-robots-talking-you-theyre-actual-people-zelle-app-users-warn-latest-scams/WJZVXE23JZFCTPBD5XOPZZXF6I/
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this case Zelle – were held responsible for fraudulent electronic transfers through Regulation E.17 

Given this regulatory landscape, your company and the banks have a clear responsibility to more 

aggressively protect consumers. 

 

In order to better understand how consumers have experienced fraud on your platform we ask 

that you provide answers to the following questions by May 9, 2022: 

 

1. What are the procedures for rooting out scams on the online platform Zelle, and how has 

your company adjusted those procedures in light of “rampant […] organized crime”18 on 

the platform? 

2. What are Zelle’s policies for determining which consumers receive refunds for fraudulent 

claims? 

a. Is this a joint process with the account holders’ bank? If so, are these procedures 

standardized across all banks and financial institutions using the platform? 

3. Does Regulation E of the Electronic Fund Transfers Act apply to the scams seen 

regularly on Zelle, including those that involve consumers induced into authorizing 

fraudulent transfers?  

a. Under Regulation E, would Early Warning Services, LLC or the account holders’ 

bank be responsible for refunding the funds? 

4.  How many reports of fraud from Zelle customers have Early Warning Services received 

for each of the last five full calendar years, and from January 1, 2022, to the present?  For 

each year, and for the period from January 1, 2022, to the present, please provide: 

a. The total number of reported cases of fraud from Zelle customers. 

b. The total dollar value of reported fraud. 

c. The number of cases where Zelle provided refunds to customers. 

d. The total value of these refunds. 

e. The number of cases where Zelle referred fraud to law enforcement or to federal 

or state bank regulators, 

 

Thank you for your attention to this matter. 

 

Sincerely, 

 

 

 

 

 

_____________________________   _______________________________ 

Elizabeth Warren     Robert Menendez 

United States Senator     United States Senator 

 

                                                      
17 Consumer Finance Monitor, “FDIC Consumer Compliance Supervisory Highlights looks at unauthorized EFTs, 

overdraft programs, re-presentment of unpaid transactions, and fair lending,” John L. Culhane, Jr., April 7, 2022, 

https://www.consumerfinancemonitor.com/2022/04/07/fdic-consumer-compliance-supervisory-highlights-looks-at-

unauthorized-efts-overdraft-programs-re-presentment-of-unpaid-transactions-and-fair-lending/. 
18 New York Times, “Fraud Is Flourishing on Zelle. The Banks Say It’s Not Their Problem,” Stacy Cowley and 

Lananh Nguyen, March 6, 2022, https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html. 

https://www.consumerfinancemonitor.com/2022/04/07/fdic-consumer-compliance-supervisory-highlights-looks-at-unauthorized-efts-overdraft-programs-re-presentment-of-unpaid-transactions-and-fair-lending/
https://www.consumerfinancemonitor.com/2022/04/07/fdic-consumer-compliance-supervisory-highlights-looks-at-unauthorized-efts-overdraft-programs-re-presentment-of-unpaid-transactions-and-fair-lending/
https://www.nytimes.com/2022/03/06/business/payments-fraud-zelle-banks.html

