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Executive Summary
Equifax, one of the nation’s largest credit reporting 
agencies, revealed on September 7, 2017, that the 
company had allowed an extraordinary breach of 
personal information. Sensitive information belonging 
to over 145 million Americans was exposed as a result 
of the breach – one of the largest and most significant 
data security lapses in history. 

One week after Equifax revealed the breach, Senator 
Elizabeth Warren opened an investigation into the 
causes, impacts, and response to the exposure of 
millions of Americans’ personal data. She questioned 
Equifax executives in Senate hearings, consulted 
outside experts, and sent letters containing dozens 
of questions to Equifax, to federal regulators, and to 
other credit rating agencies. The information they 
provided, and information obtained from additional 
sources, allowed the staff to reach a series of robust 
and important findings. This report presents the 
results of Senators Warren’s Equifax investigation. It 
finds that:

• Equifax Set up a Flawed System to Prevent and
Mitigate Data Security Problems. The breach
was made possible because Equifax adopted weak
cybersecurity measures that did not adequately
protect consumer data. The company failed to
prioritize cybersecurity and failed to follow
basic procedures that would have prevented or
mitigated the impact of the breach. For example,
Equifax was warned of the vulnerability in the web
application software Apache Struts that was used
to breach its system, and emailed staff to tell them
to fix the vulnerability – but then failed to confirm
that the fixes were made. Subsequent scans only
evaluated part of Equifax’s system and failed to
identify that the Apache Struts vulnerability had
not been remediated.

• Equifax Ignored Numerous Warnings of
Risks to Sensitive Data. Equifax had ample
warning of weaknesses and risks to its systems.
Equifax received a specific warning from the
Department of Homeland Security about the
precise vulnerability that hackers took advantage
of to breach the company’s systems. The company
had been subject to several smaller breaches in the
years prior to the massive 2017 breach, and several

outside experts identified and reported weaknesses 
in Equifax’s cyber defenses before the breach 
occurred. But the company failed to heed – or was 
unable to effectively heed – these warnings.

• Equifax Failed to Notify Consumers, Investors,
and Regulators about the Breach in a Timely
and Appropriate Fashion. The breach occurred
on May 13, 2017, and Equifax first observed
suspicious signs of a problem on July 29, 2017.
But Equifax failed to notify consumers, investors,
business partners, and the appropriate regulators
until 40 days after the company discovered the
breach. By failing to provide adequate information
in a timely fashion, Equifax robbed consumers
of the ability to take precautionary measures to
protect themselves, materially injured investors
and withheld market-moving information, and
prevented federal and state governments from
taking action to mitigate the impacts of the breach.

• Equifax Took Advantage of Federal Contracting 
Loopholes and Failed to Adequately Protect 
Sensitive IRS Taxpayer Data. Soon after
the breach was announced, Equifax and the
IRS were engulfed in controversy amid news 
that the IRS was signing a new $7.2 million 
contract with the company. Senator Warren’s 
investigation revealed that Equifax used 
contracting loopholes to force the IRS into signing 
this “bridge” contract, and the contract was finally 
cancelled weeks later by the IRS after the agency 
learned of additional weaknesses in Equifax 
security that potentially endangered taxpayer data.

• Equifax’s Assistance and Information Provided
to Consumers Following the Breach was
Inadequate. Equifax took 40 days to prepare a
response for the public before finally announcing
the extent of the breach – and even after this delay,
the company failed to respond appropriately.
Equifax had an inadequate crisis management
plan and failed to follow their own procedures
for notifying consumers. Consumers who called
the Equifax call center had hours-long waits. The
website set up by Equifax to assist consumers was
initially unable to give individuals clarity other
than to tell them that their information “may”
have been hacked – and that website had a host of
security problems in its own right. Equifax delayed
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their public notice in part because the company 
spent almost two weeks trying to determine 
precisely which consumers were affected by the 
breach – but then failed to provide consumers 
with any specific information to determine if their 
data was breached. And while Equifax continues 
to publicly state only that data was “accessed,” 
the company has confirmed that the data was 
exfiltrated – stolen – from their systems and 
downloaded by the hackers. Equifax appeared to 
be more focused on using the breach as a profit-
making opportunity for other company services 
rather than providing redress to consumers.

• Federal Legislation is Necessary to Prevent and 
Respond to Future Breaches. Equifax and other 
credit reporting agencies collect consumer data 
without permission, and consumers have no way to 
prevent their data from being collected and held by 
the company – which was more focused on its own 
profits and growth than on protecting the sensitive 
personal information of millions of consumers. 
This breach and the response by Equifax illustrate 
the need for federal legislation that (1) establishes 
appropriate fines for credit reporting agencies 
that allow serious cybersecurity breaches on their 
watches; and (2) empowers the Federal Trade 
Commission to establish basic standards to ensure 
that credit reporting agencies are adequately 
protecting consumer data.

I. INTRODUCTION 
On September 7, 2017, the massive credit reporting 
company Equifax publicly revealed a breach of the 
company’s computer systems – described as “one of 
the largest risks to personally sensitive information 
in recent years” – that exposed data from over 145 
million Americans to criminal hackers.1 The company 
indicated that a vast trove of sensitive data – including 
social security numbers, credit card numbers, passport 
numbers, and driver’s license numbers – may have been 
compromised. The incident was the fifth recent data 
breach of Equifax or its subsidiaries that endangered 
American’s personal information.2

A subsequent internal investigation released by 
Equifax revealed additional information: that the 

company first became aware of the breach in July 
2017; that the first breach occurred months earlier, 
in May 2017; and that the cause of the breach was a 
vulnerability in a web-application software, Apache 
Struts, that was used by Equifax and many other 
companies.3 

Equifax announced a series of actions when the 
company publicly revealed the breach or soon 
thereafter, including monitoring of consumer credit 
files; the ability to access, review, and lock Equifax 
credit files; an insurance policy that covers out-
of-pocket expenses stemming from identity theft; 
and ongoing review for misuse of consumers’ social 
security numbers.4 The company also announced 
on September 15, 2017, that two top executives 
responsible for the company’s cybersecurity were 
immediately “retiring,”5 and on September 26, 2017, 
announced the retirement of CEO Richard F. Smith.

Consumer concerns about the Equifax breach were 
particularly stark because the company – along with 
the two other large credit reporting agencies, Experian 
and TransUnion – occupy a unique place in the 
financial world: they obtain and use massive amounts 
of data on millions of consumers, but consumers have 
little to no power over how this data is collected, how 
it is used, or how it is kept safe. 

As a result of these concerns, Senator Warren opened 
an investigation into the causes of, response to, and 
impact of the Equifax data breach. She sent several 
letters to Equifax seeking information; she questioned 
the former Equifax CEO in a Senate hearing; 
she wrote to Experian and TransUnion seeking 
information on their cybersecurity practices; she wrote 
to federal regulators seeking information on their 
authority to prevent and respond to cybersecurity 
breaches; she wrote to the Internal Revenue Service 
with Senator Ben Sasse to get information and 
answers surrounding the agency’s decision to award 
a contract to Equifax to verify taxpayer identities; 
her staff reviewed internal investigations of the 
Equifax breach conducted by the cybersecurity firm 
Mandiant; and her staff consulted with independent 
cybersecurity experts.6 This report presents the results 
of Senator Warren’s detailed investigation of the 
Equifax cybersecurity breach.
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II. FINDINGS
A. Equifax Failed to Take Adequate Steps to 

Prevent the Data Breach

1. Equifax Set up a Flawed System to Prevent and 
Mitigate Data Security Problems

This investigation finds that the breach was made 
possible because Equifax adopted weak cybersecurity 
measures that failed to protect consumer data – a 
symptom of what appeared to be the low priority 
afforded cybersecurity by company leaders. The 
CEO at the time of the breach, Richard Smith, 
testified that despite record profits in recent 
years, Equifax spent only a fraction of its budget 
on cybersecurity – approximately 3 percent of its 
operating revenue over the last three years.7 In 
contrast, Equifax paid nearly twice as much in 
dividends to shareholders.8 

Cybersecurity experts consulted by Senator Warren 
staff indicated that a large company that holds 
sensitive data, such as Equifax, should have multiple 
layers of cybersecurity. Equifax should have had (1) 
frequently updated tools to prevent hackers from 
breaching their systems; (2) controls that limited 
hackers’ ability to move throughout their systems 
in the event of an initial breach; (3) restrictions on 
hackers’ ability to access sensitive data in the event 
of an initial breach; and (4) procedures to monitor 
and log all unauthorized access in order to stop the 
intrusion as quickly as possible. Despite collecting 
data on hundreds of millions of Americans without 
their permission, Equifax failed to fully and effectively 
adopt any of these four security measures. 

This investigation identified the following weaknesses 
in Equifax’s cybersecurity:

• Faulty Patch Management Procedures: For 
many vulnerabilities that arise in its software 
and applications, Equifax only has to deploy a 
software “patch” that will fix the vulnerability and 
restrict access to the susceptible system. It’s like 
putting a Band-Aid on a cut – simple, effective, 
and cheap. Yet Equifax let numerous software 
vulnerabilities sit un-patched for months at a time, 
leaving weaknesses through which hackers could 
gain access.9 The failure to fully deploy a free 

Apache Struts patch led directly to the breach that 
compromised the data of millions of Americans.10 
Equifax failed to effectively use these simple, 
low-cost patches to protect consumer data.11 In 
a briefing provided to Banking Committee staff, 
Equifax explained how this happened: they were 
warned of the vulnerability, and emailed staff to fix 
it.12 But not all staff received this email, meaning 
not all necessary updates were in place – and 
Equifax failed to perform appropriate checks 
that would have identified this egregious error.13 
A subsequent security scan only covered part of 
Equifax’s system, missing that the Apache Struts 
vulnerability was still present.14

• Feeble Monitoring of Endpoint and Email 
Security: Hackers often exploit weaknesses in 
the security of individual users of a system – for 
example, with spear phishing attacks over e-mail. 
In order to detect attacks on its system, Equifax 
must monitor laptops and other network devices 
that have access to its systems. But Equifax 
failed to adopt strict endpoint and email security 
measures.15 While Equifax has now indicated 
that they are making improvements to their 
cybersecurity measures, it is too late to prevent 
the breach that put over 145 million Americans at 
risk.

• Exposure of Sensitive Information: In addition 
to adopting weak external security measures that 
allowed hackers to breach its systems, Equifax 
also failed to effectively secure sensitive consumer 
information.16 When a bank locks its doors at 
night, it doesn’t leave the money on the front 
counter in the assumption that nobody will 
break in. It locks the cash in the vault. Equifax, 
on the other hand, retained sensitive consumer 
information on easily accessible systems. Once the 
hackers exploited the Apache Struts vulnerability 
and gained access to Equifax’s system, they found 
a treasure trove of consumer information at their 
fingertips.

• Weak Network Segmentation: Equifax also 
failed to put security measures in place that would 
prevent hackers from jumping from insecure, 
internet-facing systems to backend databases that 
contain more valuable data.17 In other words, 
putting your valuables in a vault doesn’t do much 
good if you forget to lock it. Equifax’s network 
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segmentation measures failed to keep hackers 
from accessing consumer information because the 
company did not adopt adequately strict measures 
to protect valuable data.18

• Inadequate Credentialing: Equifax’s 
cybersecurity failures extended to their internal 
security. Each user on Equifax’s system receives a 
set of privileges. Under a strict security standard, 
Equifax would limit access to the most critical 
databases to just a handful of necessary users. This 
would protect the company from internal attacks 
and further bolster the company’s overall data 
security regime. After gaining access to Equifax’s 
system, hackers then acquired user credentials – a 
username and password – and accessed a huge 
quantity of sensitive information using just 
those credentials.19 The company did not adopt 
adequately strict security measures to properly 
restrict user access to sensitive data.20

• Logging: Equifax neglected the use of robust 
logging techniques that could have allowed the 
company to expel the hackers from their systems 
and limited the size and scope of the data breach.21 
Logging is a simple but crucial cybersecurity 
technique in which companies monitor their 
systems, continuously logging network access in 
order to identify unauthorized users. Logging 
cannot necessarily prevent a breach, but just as 
a security camera can monitor access to a bank 
and allow a quick response when a break-in is 
identified, a robust monitoring system can identify 
and catch a hacker more quickly, allowing security 
to shut down the system and prevent future access. 
Equifax allowed hackers to continuously access 
sensitive data for over 75 days, in part because 
the company failed to adopt effective logging 
techniques and other security measures.22

Equifax was making huge profits but failing to protect 
consumers’ data safety and security. Equifax adopted 
ineffective cybersecurity measures for sensitive data 
belonging to millions of Americans. As a company 
that has “data on approaching a billion people,” and 
“manage[s] massive amounts of very unique data,” as 
CEO Rick Smith put it two weeks after learning of 
the breach, Equifax failed to take the necessary efforts 
to protect that data.23 While Equifax has found no 
evidence that this information has been sold, their 
actions put millions at risk of identity theft for the rest 

of their lives.24 Equifax’s goal, as stated by its CEO just 
weeks before he disclosed the breach, was to go from 
“$4 billion in revenue to $8 billion” in approximately 
5 years.25 Equifax prioritized growth and profits – but 
did not appear to prioritize cybersecurity. 

2. Equifax Ignored Numerous Warnings of Risks to 
Sensitive Data

The Equifax data breach did not come out of the blue. 
The company had ample warning of potential risks 
to its systems and potential weaknesses. Equifax was 
subject to several smaller breaches in the years prior 
to the massive 2017 breach and received a specific 
warning from the Department of Homeland Security 
about the Apache Struts vulnerability that was used 
by the hackers to breach the company’s systems. But 
Equifax failed to heed – or was unable to effectively 
heed – these warnings.

Equifax received the first notification of the Apache 
Struts vulnerability via a specific warning from the 
Department of Homeland Security U.S. Computer 
Emergency Readiness Team (CERT) on March 8, 
2017.26 Richard F. Smith, former Equifax CEO, 
testified that the company disseminated the U.S. 
CERT warning the next day, “requesting that 
applicable personnel… upgrade their software…
within a 48 hour time period.” 27 One week later, the 
company ran a series of internal scans that “should 
have identified any systems that were vulnerable” 
to that weakness. 28 These scans did not reveal any 
problems. The unpatched vulnerability remained for 
two months, until hackers used it to breach Equifax’s 
network on May 13. 29 Equifax later admitted that the 
company failed to close the loop and confirm whether 
the fixes were made, and revealed that the subsequent 
scans only evaluated part of Equifax’s systems. 30

Equifax had other warnings of potential problems. 
Prior to the breach revealed in September 2017, there 
were four different instances when company data was 
accessed by hackers between 2013 and 2017. Hackers 
accessed credit-report data held by Equifax between 
April 2013 and January 2014; Equifax discovered 
“that it mistakenly exposed consumer data as a result 
of a technical error that occurred during a software 
change in 2015”; a breach compromised information 
on consumers’ W-2 forms that were stored by Equifax 
units in 2016 and 2017; and Equifax reported in 
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February 2017 that a technical issue “compromised 
credit information of some consumers who used 
identity-theft protection services from a customer.”31

Press reports also revealed that four independent 
analyses of Equifax cybersecurity, conducted either 
before or immediately after the breach, identified 
important weaknesses. 

(1) In April 2017 – the month before the 
breach – Cyence, a cyber-risk analysis firm, 
“rated the danger of a data breach at Equifax 
during the next 12 months at 50%. It also found 
the company performed poorly when compared 
with other financial-services companies.” 32 

(2) SecurityScorecard, another security monitoring 
firm, identified the precise weakness that was 
used by the hackers to breach the Equifax 
system, reporting that “Equifax used older 
software – such as the Apache Struts tool kit…
and often seemed slow to install patches.” 33

(3) An outside review by the Fair Isaac Corp. rated 
Equifax’s “enterprise security score” based on 
three elements: hardware, network security, and 
web services. The score declined from 550 out 
of 800 at the beginning of the year to 475 in 
mid-July when the breach had already occurred. 
According to reports, “By July, 14 public-facing 
websites run by Equifax had expired certificates, 
errors in the chain of certificates, or other web-
security issues.”34

(4) A fourth independent review released just after 
the breach was revealed identified significant 
problems with Equifax cybersecurity. This 
report by BitSight Technologies gave the 
company an “‘F’ in application security and a ‘D’ 
for software patching.” 35

B. Equifax Failed to Notify Consumers, 
Investors, and Regulators about the 
Breach in a Timely and Appropriate 
Fashion

Equifax was first warned about the vulnerability 
that led to the breach on March 8, 2017; the breach 
occurred on May 13, 2017, and Equifax first observed 
suspicious network traffic on July 29; Equifax’s CEO 
first learned of the suspicious activity on July 31; and 

Equifax engaged a cybersecurity consulting firm, 
retained a law firm, and contacted the Federal Bureau 
of Investigation on August 2.36 Equifax knew of the 
major breach, and knew it was significant, but spent 
almost two weeks trying to identify precisely which 
customers were affected – all while saying nothing 
to regulators or the public.37 By August 11, Equifax 
knew that hackers likely accessed “a database table 
containing a large amount of consumers’ PII.38” 
Equifax failed to notify consumers, investors, business 
partners, and other regulators until September 7, 
40 days after the company initially discovered the 
breach.39 

In addition, Equifax has publicly stated on numerous 
occasions that data was “accessed” – leaving it unclear 
if hackers merely obtained access to, or actually stole 
the data. But in a December 11 Banking Committee 
staff briefing, Equifax officials confirmed that, in 
fact, data tables were “exfiltrated” – stolen – by the 
hackers.40 

By failing to provide adequate information about the 
breach – either publicly, or privately to regulators and 
other business partners – Equifax robbed consumers 
of the ability to take precautionary measures to protect 
themselves; materially injured investors and withheld 
market-moving information; and prevented the 
federal government from taking action to remedy the 
situation and cut ties with Equifax in other contracts. 
Equifax failed to notify the following parties in a 
timely fashion:

• Consumers: Equifax exposed the sensitive 
personal information of over 145 million 
individuals, yet the hackers that stole this 
information had more than a month to take 
advantage of consumers who had no idea they were 
at risk. Equifax did not give consumers a chance 
to obtain credit freezes, cancel their credit cards, 
place fraud alerts or credit monitoring on their 
accounts, or take any number of precautionary 
measures to ensure their financial safety. 
Furthermore, Equifax failed to disclose the fact 
that the hackers gained access to consumers’ 
passport numbers.41 And four months after the 
breach, Equifax still has not affirmatively notified 
all individual consumers that were impacted by the 
breach.42 
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• Investors: According to the SEC’s cybersecurity 
guidance, Equifax has a duty to disclose 
information that a “reasonable investor would 
consider important to an investment decision.”43 
This includes “costs or other consequences” 
of a breach, including the potential costs of 
remediation, protection, lost revenues, and 
reputational harm.44 After first learning of 
suspicious activity on its network, Equifax waited 
40 days to inform investors – filing an 8-K form 
with the SEC on the same day it made a public 
announcement.45 And Equifax missed other key 
opportunities to inform investors of risks.

In particular, Equifax held an investor 
presentation on August 16, more than two weeks 
after the initial discovery and one day after 
Equifax CEO Rick Smith learned that consumer 
personally identifiable information had been 
stolen in the breach.46 Equifax neglected their 
duty to investors by failing to inform them of the 
breach during that presentation, and continued 
to withhold material information that had a large 
impact on the company for more than three weeks. 

• Government Regulators: The Federal Trade 
Commission (FTC) and the Consumer Financial 
Protection Bureau (CFPB) regulate Equifax. 
The FTC has primary authority to enforce 
the Gramm-Leach Bliley Act, which provides 
data security requirements for non-bank 
financial institutions. The FTC and the CFPB 
have concurrent authority to enforce the Fair 
Credit Reporting Act, which requires credit 
reporting agencies to maintain “reasonable 
procedures” to protect consumer data, but are 
not specifically designed to address cybersecurity 
threats.47 And while the FTC can bring lawsuits 
against companies that have allowed data to be 
compromised, the agency does not have authority 
to provide ongoing supervision of company 
practices.48 The Department of Homeland 
Security also addresses cybersecurity threats, 
and warned Equifax about the vulnerability 
that hackers eventually utilized to breach the 
company’s networks and access consumer data. 
Yet Equifax failed to notify its regulators for more 
than a month after first learning of suspicious 
activity, leaving them behind the curve in helping 
consumers deal with the consequences. The FTC, 

the CFPB, and DHS only learned of the breach 
when it was disclosed to the public.49 

The FTC was forced to hastily address the 
regulatory and public interest concerns rather 
than having time to prepare a response. The FTC 
released an advisory to consumers after Equifax’s 
public announcement of the breach that eventually 
became the most viewed webpage in the federal 
government.50 If Equifax had informed the agency 
sooner, the FTC could have worked to make sure 
consumers were prepared and protected, and 
advised them immediately following Equifax’s 
announcement.

Equifax also failed to inform state agencies and 
Attorneys General of the breach, delaying action 
at the state level under appropriate state laws.51

• Federal Contractors: Equifax also failed to 
inform government agencies with which the 
company holds federal contracts of the breach. For 
example, Equifax did not notify the IRS of its data 
breach for 40 days after first learning of suspicious 
activity.52 Although reviews conducted by the 
IRS after the breach indicated that there was no 
consumer tax data exposed to hackers, Equifax’s 
delay potentially placed this data at risk.

C. Equifax took advantage of federal 
contracting loopholes and failed to 
maintain adequate protections for 
sensitive IRS taxpayer data 

Over the last decade, Equifax has been awarded 2,106 
Federal contracts worth over $120 million.53 These 
contracts have been awarded by dozens of agencies, 
including the General Services Administration, the 
Department of Justice, the Department of Homeland 
Security and the Equal Employment Opportunity 
Commission.54 

Equifax was involved in the exposure of consumer 
data in several instances while it was performing 
Federal contracts. In some cases, these contracts 
involved particularly sensitive personal information. 
For example, in 2013, the Center for Medicare and 
Medicaid services awarded a five year, $329 million 
contract to Equifax to verify income and employment 
information for Americans who applied for subsidies 
under the Affordable Care Act.55 
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A recent controversial contract was awarded to 
Equifax in 201556 by the Internal Revenue Service 
(IRS) to verify taxpayers’ identities in an online portal 
that allows taxpayers access to their tax documents.57 
This contract – and the IRS – became the subject of 
intense criticism when it was announced that it would 
be renewed soon after Equifax revealed the breach 
in September 2017.58 Several weeks later, the IRS 
reversed itself and suspended the contract on October 
12, 2017.59 

This investigation reveals that Equifax used loopholes 
in Federal procurement law to obtain this extension, 
gouging taxpayers in the process and placing data 
at risk. In response to a request, the IRS provided 
Senator Warren’s staff with a briefing on this matter. 
In this briefing, staff learned that the IRS suspended 
this contract after the agency learned of a number of 
additional flaws in how Equifax was handling sensitive 
taxpayer data.60

In June 2017, the IRS asked companies to bid for a 
contract to verify taxpayers’ identities on its online 
portal.61 Equifax had won the previous contract in 
2015 and bid again, but Experian underbid Equifax, 
asking for less than a third of Equifax’s bid – a savings 
of more than $1.7 million in taxpayer dollars to 
provide the same services.62 But barely a week after 
the contract was awarded to Experian in late June, 
Equifax protested the award.63 Federal procurement 
law gives the Government Accountability Office 100 
days to resolve the dispute.64 Even after it announced 
the massive security breach, Equifax continued its 
protest.65 And because of the protest, the IRS couldn’t 
start the 2-3 month process of integrating Experian 
into its system as the new contractor.66 

Because of this delay, the IRS was forced to seek 
a “bridge contract” to keep the online portal open 
during the appeal, when victims of Hurricanes Harvey 
and Maria were relying on the portal to get access 
to financial documents they had lost. Equifax took 
advantage of the IRS during this period by raising 
their price for the bridge contract.67 In fact, the 
total bridge contract, which included a three-month 
contract with two additional three month options, 
would cost taxpayers $7.3 million – more than nine 
times as much as Experian will charge for a full year of 
service ($795,000).68 This bridge contract was awarded 
on September 29.69

The IRS found out about the breach at the same time 
as the American public.70 Within a day, the IRS was 
on the phone with Equifax, and within two weeks 
IRS staff was on the ground checking the Equifax 
systems to make sure no taxpayer information had 
been compromised.71 The IRS determined that no 
data was compromised in this case – but the six-week 
delay in informing the IRS of the breach could have 
left taxpayers vulnerable to hackers.72

On October 13, a little over one week after 
announcing the bridge contract, the IRS reversed 
itself and announced that it was suspending the 
bridge contract with Equifax.73 This was because 
Equifax announced new information that put taxpayer 
information at risk.74 

There is no indication that any IRS data was exposed 
in the breach. But because of the delays, the IRS was 
forced to give Equifax an expensive bridge contract, 
and belatedly discovered – weeks after they should 
have been warned – that Equifax was not able to 
effectively protect taxpayer data to IRS standards.

D. Equifax’s assistance to consumers 
following the breach was sorely inadequate

On September 7, 2017, when Equifax publicly 
announced the breach, then-CEO Richard Smith 
wrote that “[w]e…are focused on consumer protection 
and have developed a comprehensive portfolio of 
services to support all U.S. consumers, regardless of 
whether they were impacted by this incident.”75 

But after failing to prevent the breach, the company 
then failed to effectively respond to it and provide 
adequate assistance to the millions of Americans 
put at risk. Equifax did not have an adequate crisis 
management plan in place, and the company failed 
to follow the procedures they did have in place for 
notifying consumers affected by the breach.76 From 
the start, the victims of the breach were faced with an 
obstacle course riddled with traps and frustrations. 
In fact, as of November 21, 2017, the CFPB handled 
“over 7,500 complaints” related to the breach, and “a 
large number of complaints involved specific problems 
with Equifax’s post-breach response.”77 According 
to the CFPB, “Consumers described difficulty in 
reaching Equifax’s call centers and in accessing their 
security freeze PIN when adding a freeze online. 
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Consumers mentioned lengthy hold times, dropped 
calls, agents not calling back as promised, and call 
centers that were not helpful.”78 These failures 
occurred despite the fact that Equifax had 40 days 
after learning of the breach to prepare their public 
response. 

1. Failure to Adopt or Follow an Effective Breach 
Response Plan

Equifax confirmed, in response to questions from 
Senator Warren, that the company has “several plans 
and procedure guides that address cybersecurity 
incidents,” including the company’s Security Incident 
Handling Procedure Guide, Security Incident 
Response Team Plan, and Security and Safety Crisis 
Action Team Plan.79 While Equifax provided my 
office with a 150-page Corporate Crisis Management 
Plan,80 including a full chapter on Security Incident 
Handling Policy & Procedures, there are a number of 
problems with this plan. 

The Security Incident procedures are dated October 
2014, indicating that they have not been updated in 
over three years.81 Moreover, this Crisis Management 
Plan appears to place little emphasis on protecting 
the well-being of the millions of individuals whose 
data are used by Equifax, and often appears more 
focused on physical security threats and shareholder 
value 82 than protecting the victims of cybersecurity 
breaches. For example, the three key overarching 
principles listed in the Crisis Management Plan are 
to “Place the highest priority on Life Safety…protect 
our assets and preserve our ability to operate and 
supply our customers, [and] maintain a strong Equifax 
reputation through ethically and socially aware 
behaviors that ultimately preserve shareholder value.” 
These principles say nothing about protecting sensitive 
consumer data that earn Equifax hundreds of millions 
in revenue per year. 

The specific “Unauthorized Access Incident Handling 
Checklist” in the Equifax Security Incident Handling 
Policy & Procedures does not include informing 
customers of potential access to their personal data.83 
Instead, these procedures are listed separately in the 
crisis response handbook – and even then, are not 
appropriately detailed. For example, there is no clear 
required deadline or timeline to inform customers 
about a breach that places their personal data at 

risk – perhaps explaining why Equifax did not inform 
the public until over 40 days after the incident.

Finally, it appears that Equifax failed to follow its own 
procedures for informing the public of breaches. These 
procedures require that notice be provided to affected 
customers “in a clear and conspicuous manner, 
either by telephone or in writing.”84 But according 
to information provided to Senator Warren’s staff, 
Equifax provided such notice only to 2.5 million 
affected consumers – the remaining 140 million-plus 
consumers received notice of the breach only if they 
went to the company website on their own volition.

2. Problems with the Equifax Call Center

From the start, the Equifax call center had major 
problems. Consumers sometimes waited up to an 
hour, if not more, to speak to a representative.85 
Equifax took advantage of the hold time to advertise 
for various Equifax products.86 When Equifax 
representatives eventually got on the phone, they 
were unable to give consumers even the most basic 
information about whether their data had been 
compromised. Callers who wanted to put a fraud alert 
on or freeze their account were also out of luck – or 
at least in for a merry-go-round of additional toll-free 
numbers and dropped calls that even if successful, cost 
consumers hours of time and aggravation.87 The CFPB 
received numerous complaints describing “difficulty 
in reaching Equifax’s call centers and in accessing 
their security freeze PIN[,]” as well as “lengthy hold 
times, dropped calls, [and] agents not calling back as 
promised.”88

3. Problems with EquifaxSecurity2017.com

Equifax set up a website, EquifaxSecurity2017.com, 
and instructed consumers to visit to determine whether 
their data were compromised and to learn about the 
products the company was presumably providing to 
help them protect themselves from the effects of the 
hack.89 But the website asked consumers for some of 
the very same information that Equifax had already 
left vulnerable to hackers, including the last six digits 
of consumers’ social security numbers.90 Then it 
misled consumers, telling most visitors the same thing: 
that their information may have been compromised, 
and instructing them to enroll in the Equifax credit 
monitoring program at some later date. 91



Bad Credit: Uncovering Equifax’s Failure to Protect Americans’ Personal Information

Prepared by the Staff of Senator Elizabeth Warren 9

And to make matters worse, according to 
cybersecurity experts consulted by Senator Warren’s 
staff, EquifaxSecurity2017.com had major security 
vulnerabilities: the site Equifax took weeks to put 
up to handle inquiries and allow consumers to sign 
up for services that could protect their financial 
futures, was itself vulnerable. The main problem was 
that the site’s design and web address made it easy 
for others to impersonate and collect consumers’ 
information.92 To demonstrate this, a cybersecurity 
expert created a website with a nearly identical web 
address – www.securityequifax2017.com – which 
looked so similar to the actual website’s link that 
Equifax directed consumers to the fake site multiple 
times.93 

In addition, experts consulted by Senator Warren’s 
staff identified numerous other technical flaws in the 
website design. They reported that the website was 
set up to run on a stock installation of Wordpress, 
which didn’t include the necessary security features 
to protect the sensitive information consumers 
submitted, and that the94 website’s Transport Layer 
Security certificate also did not perform proper 
revocation checks, which would have ensured that it 
was establishing a secure connection and protecting 
a user’s data. And then, on October 12, Equifax was 
forced to take down a web-page where people could 
learn how to get a free credit report when a security 
analyst reported that the site’s visitors were targeted 
by malicious pop-up ads.95 After failing to protect 
consumer data, Equifax subsequently set up a website 
that put their customers in even greater danger.

4. Equifax Forced Arbitration Requirements

In the wake of the breach, Equifax urged all 
consumers to sign up for one year of free credit 
monitoring from TrustedID Premier, a product 
Equifax owned. But to sign up for this service, 
Equifax initially required consumers to sign a forced 
arbitration agreement and give up their right to go to 
court if Equifax cheated them in the future.96 And 
deep in the fine print of the agreement was a provision 
that allowed Equifax to charge customers if they didn’t 
cancel the service within a year.97 Equifax ultimately 
eliminated both requirements by September 10, after 
a public outcry.98 

5. Equifax Used the Breach as a Moneymaking 
Opportunity

Rather than acting solely to help customers after the 
breach, Equifax instead used it as a moneymaking 
opportunity, attempting to profit off of their own 
failures. Equifax initially charged consumers to 
freeze their credit.99 A credit freeze prevents a credit 
reporting agency from providing a consumer’s credit 
file to a third party that does not already have the 
consumers as a customer, and is often the best tool 
for consumers to protect themselves against identity 
theft. At first, Equifax was charging customers the full 
amount allowed – up to $30.95 per credit bureau – to 
freeze their credit in the wake of the breach.100 Equifax 
was raking in these fees until the public backlash 
forced it to provide free freezes – but only until it 
releases a new “credit lock” product in 2018, which 
provides some of the same services without the legal 
protections.101 Equifax controls its own credit lock 
product, which means it can control what services the 
product provides, whether customers are able to sue 
if Equifax provides data notwithstanding the lock, 
and whether it remains free after the public attention 
dissipates.

The problem for consumers is that risks will continue 
until well after Equifax’s free service ends, and if they 
want to fully protect themselves, they may have little 
choice but to sign up for the new product. According 
to the FTC, “if certain types of information – such as 
Social Security numbers – are exposed due to a breach, 
the risks to consumers could certainly continue 
for longer than one year. …Given that Equifax has 
chosen to provide free credit monitoring for only one 
year, some consumers may choose to pay for credit 
monitoring services after that period.”102

Equifax also made money on other companies’ 
products after the breach. Frustrated customers who 
were fed up by Equifax’s customer service or didn’t 
trust Equifax’s protection flocked to other companies 
like Lifelock, which reported a tenfold increase in 
enrollment during the month after the Equifax 
breach.103 As Former Equifax CEO Rick Smith 
confirmed under questioning by Senator Warren, 
Lifelock uses Equifax to monitor its customers’ credit 
and pays Equifax on a per customer basis for use of its 
services.104 

http://www.securityequifax2017.com
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Former Equifax CEO Richard Smith said in 
August – after Equifax had discovered the 
breach – that fraud “is a huge opportunity” for 
Equifax.105 Equifax sells products to businesses and 
governments to help them prepare for and recover 
from data breaches.106 They also sell credit monitoring 
products to help mitigate damages when breaches 
happen. As Senator Warren pointed out during a 
Banking Committee Hearing on October 4, 2017, “So 
far, 7.5 million people have signed up for free credit 
monitoring through Equifax since the breach. If just 1 
million of them buy just one more year of monitoring 
through Equifax at the standard rate of $17 a month, 
that is more than $200 million in revenue for Equifax 
because of this breach.”107 

E. Federal Legislation is Necessary to Protect 
Consumers

Equifax and other credit reporting agencies collect 
consumer data without permission, and consumers 
have no way to prevent their data from being collected 
and held by the company.108 Equifax recently 
confirmed to Senator Warren that the company “will 
not offer consumers the opportunity to delete their 
personally identifiable information…” 109 Equifax 
adopted weak cybersecurity measures that did not 
do enough to protect that data. This investigation 
conducted in the aftermath of the recent massive 
security breach reveals that the company failed to 
safeguard consumer data and was unable or unwilling 
to address persistent weaknesses in their system, 
even when notified by multiple parties, including the 
Department of Homeland Security. After hackers 
took advantage of one of these weaknesses to access 
the personal data of over 145 million consumers, 
Equifax caused consumers, investors, and the federal 
government even more problems by waiting 40 days to 
notify interested parties. And after finally announcing 
the breach, Equifax abandoned consumers once again 
by offering shoddy, unreliable assistance that failed to 
fix their problems and, in some cases, increased their 
risk.110

Individual companies have a responsibility to protect 
personal information. But federal legislation is 
necessary to give regulators and consumers the tools 
they need to ensure that credit reporting agencies, 
including Equifax, put consumer financial safety above 
their bottom-line. Legislation should:

• Impose Appropriate Penalties in the Event  
of a Breach of Consumer Data

The federal government cannot presently issue fines 
against credit reporting agencies when they fail to 
protect personal information and put consumer safety 
and financial security at risk – even when, like Equifax, 
they do so despite having ample warning of problems. 
In fact, the FTC has requested legislation that would 
“allow the FTC to seek civil penalties,” because these 
penalties would “help ensure effective deterrence” of 
cybersecurity breaches.” 111 The CFPB also supports 
such legislation, claiming that “federal laws that are 
applicable to data security have not kept pace with 
technological and cybersecurity developments…
it is imperative for Congress to take steps to ensure 
that the regulatory framework is adequate to meet” 
the challenges posed by cybersecurity threats, 
and adding that “federal laws…have not kept pace 
with…cybersecurity developments.”112 There have 
been breaches at all three credit reporting agencies 
in the last several years, and hundreds of millions 
of consumers have been impacted.113 When credit 
reporting agencies collect personal data without 
consumer permission, the burden should be on them 
to protect that data. If they fail to protect that data, 
they should be punished.

Consumer lawsuits do not provide adequate deterrence 
for companies like Equifax. While the average 
consumer recovers less than $2 through civil lawsuits 
in response to data breaches, Equifax is actually set to 
make money off their recent breach. If our laws don’t 
punish companies like Equifax for their failure to 
protect sensitive consumer data, these companies will 
continue to adopt sub-standard security measures. 

• Set Strict Cybersecurity Standards and 
Empower the FTC to Update and Monitor  
these Standards

No single agency currently has the appropriate 
authority to both establish basic cybersecurity 
requirements and monitor companies’ adherence 
to those standards. The FTC itself has stated that 
“additional tools are necessary.”114 Equifax didn’t just 
fall victim to a sophisticated attacker; Equifax failed 
to provide basic security for the personal information 
belonging to millions of Americans. Congress 
should empower the FTC to establish requirements 
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for fundamental cybersecurity measures at credit 
reporting agencies.

The FTC should also have supervisory authority to 
monitor credit reporting agencies and ensure they 
are following these standards. If they aren’t, the FTC 
should be able to obtain an injunction requiring them 
to update their security procedures. If a company 
like Equifax has a breach and the FTC finds that 
they weren’t following the appropriate standards, 
the penalties should be increased for every consumer 
exposed in the breach. That is the only way to make 
sure credit reporting agencies take the security of 
consumer data seriously.

Equifax and other credit reporting agencies have taken 
advantage of consumers for years, collecting their data 
without permission and turning a huge profit while 
failing to adequately protect that data. These practices 
won’t change without federal legislation that forces 
Equifax and its peers to put appropriate emphasis on 
protecting consumer data.
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