Congress of the United States

ashington, DC 20510

October 17, 2019

The Honorable Kevin McAleenan
Acting Secretary

U.S. Department of Homeland Security
245 Murray Lane, S.W.

Washington, D.C. 20528

Dear Acting Secretary McAleenan:

We write regarding the growing number of ransomware attacks targeting communities
nationwide, and to urge the Department of Homeland Security (DHS) to broaden its existing
efforts assisting state, local, tribal, and territorial (SLTT) governments’ responses to these
attacks. These attacks have taken place in over 40 municipalities this year — including cities and
towns in Massachusetts.!

Ransomware, “malicious software, or malware, designed to deny access to a computer
system or data until a ransom is paid,”? is an increasingly difficult, dangerous, and expensive
problem for local governments across the country. According to the United States Conference of
Mayors, “at least 170 county, city, or state government systems have experienced a ransomware
attack since 2013 — 22 of which took place in the first half of this year alone.? In fact, this is
likely an underestimate, because many ransomware attacks remain unreported. * The rise in these
attacks is particularly disturbing because, in addition to the financial loss tied to data restoration
efforts and to the disruption of operations and critical infrastructure, municipalities are at risk of
losing important and sensitive data that are crucial to their function, and because ransomware
attacks can disrupt vital emergency and other first responder services.’

Police departments, courts, transit systems, hospitals, libraries, and schools and numerous
other government departments and offices have been targets of these attacks. Officials in
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Leominster, MA were forced to “pay $10,000 to a suspected ring of international hackers” in
April 2018, after a ransomware attacked paralyzed the city’s public school system.® Two months
ago, the Athol, MA Police Department “lost a lot of records” after refusing to pay tens of
thousands of dollars to hackers that infiltrated its computer network.” And in the same month,
New Bedford, MA was victim to a ransomware attack when a virus infected over 150 of the
city’s computers and hackers demanded payment equivalent to $5.3 million through Bitcoin.®?

It is reassuring to see the DHS Cybersecurity and Infrastructure Security Agency (CISA)
recognizes the urgency of protecting our cities and towns from ransomware attacks and considers
the cybersecurity of local and state municipalities “a chief priority.”® We are also glad to see that
CISA is launching a program to protect voter registration databases from ransomware attacks.!®
We urge DHS to continue its outreach to SLTT governments, and given the recent spate of
attacks across Massachusetts, ask that you provide our staff with a briefing on your ongoing
efforts to limit these attacks. Additionally, in order help us better understand how Congress can
assist your efforts, we ask that you provide a response detailing existing DHS grants and
programs available for SLTT governments to obtain help protecting themselves, as well as what
additional authority or funding you need to help you better assist these governments in
preventing and fighting future ransomware attacks. We request a response no later than October
31, 2019.

Thank you for your attention to this matter.

Sincerely,

Eliz§beth Warren
Uniged States Senator United States Senator

Edward J. Markey
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